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Abstract
Access control bothers on ensuring that only authorized persons are granted access into a facility.
Close circuit television (CCTV) system and the artificial intelligence based facial recognition
technology, which are widely employed in access control systems are expensive and complex to
operate and maintain. This study developed a smart, less expensive and easy to maintain door
access enable system based on the radio frequency identification (RFID) technology. The design
also incorporates an android application (App) which monitors and controls the door status
remotely. RFID reader, relay and other electronics components were interfaced with NodeMCU
microcontroller. The android application was developed to communicate with the hardware through
the wireless fidelity (Wi-Fi) network. When tested, the system identified registered RFID tag and
decline the unregistered one, opened the door and sent information to the app immediately.
Alternative control was also provided through the mobile app for an authorized person who does
not have a tag. At every point of testing, information transmission and reception was less than 4
seconds. The overall performance evaluation of the developed non-contact door access control
system for this study performs favourably well with a response time less than 2.5 sec. which is
within the standard real-time of 10 sec.
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Introduction security systems that not only safeguard
The evolution of technology has significantly against unauthorized access but also offer
transformed the way we interact with our user-friendly functionalities (Aluri, 2020;
environment which requires effective security Danjuma and Nwaizugbo, 2022). The
systems. In Africa, and other parts of the traditional door lock systems are gradually
world, the demand for enhanced security becoming outdated in the face of advancing
measures and smart home solutions has been technology, necessitating the development of
on the increase. Traditional lock and key innovative solutions such as the use of RFID
systems are giving way to more sophisticated, in conjunction with other technologies to
convenient, and secure access control address these issues.

methods, in which RFID technology has RFID technology is a potent and versatile tool
gained prominence. The world, with its that can be effectively employed for access
diverse socio-economic landscape, control. It enables secure, contactless
experiences several security and access authentication (Hao et al., 2025), making it
control  challenges.  Residential  and well-suited for various applications, including
commercial properties require dependable smart door locks. RFID allows users to gain
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access with a simple swipe of an RFID card or
tag, eliminating the need for physical keys,
which are subject to losses and unauthorized
duplication (Kamel and Memari, 2019; Lee et
al., 2021). The integration of an Android App
further  enhances the usability and
functionality of an RFID-based smart door
system. This innovation aligns with the global
trend towards smart homes and Internet of
Things (1oT), empowering users to control and
monitor their facilities, regardless of their
physical location. Developing countries’
market, especially those in Africa, offers
unique opportunities for the implementation
of such technologies. However, factors such as
power supply reliability, internet connectivity,
and cultural norms must be considered when
designing and deploying smart home solutions
(Abubakar et al., 2022; Tao et al., 2025).

This study focuses on bridging the existing
gap between traditional access control systems
and complex and expensive, modern
technologically advanced solutions, catering
for the specific needs and conditions of
resource constraint countries. It explores the
development of an RFID-based smart door
lock system with an Android App, which has
the potential to revolutionize the way Africans
approach home and property security. By
investigating the feasibility and usability of
this system in the Nigerian context, this
research not only contributes to the local
technological landscape but also opens up new
possibilities for securing homes and
businesses while simultaneously enhancing
convenience and control for users in Nigeria.
This study addresses primary challenges,

including inadequate  security  with
conventional locks, mitigating loss and
inconvenience due to traditional key

vulnerabilities, limited access control, and the
absence of real-time monitoring, especially
when users need to grant access remotely. The
aim is to design and implement an RFID-
based smart door lock system integrated with
an Android App to enhance security.

There have been advancements in the design
of RFID smart lock systems. A smart lock
system research presents a smart locking and
unlocking system for home door security.
Tilala et al. (2017) proposed a system that
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controls the door lock through an Android app
using Wi-Fi as the communication protocol
that communicates with WeMos D1 Wi-Fi
module embedded in the door lock and the
Firebase cloud messaging service. The system
operates with the user’s smartphone and
WeMos D1 Wi-Fi module connected to the
network. The database server and the Firebase
cloud messaging service (FCM) were
connected to the Wi-Fi module using the
internet. The problem with this design is the
delay in receiving messages which can act as
a constraint to the system.

The research, focusing on a centrally
controlled and enhanced security system
(ACCESS) was a system for enhancing
accessibility and security. It also includes
surveillance mechanisms to monitor intruders
and any movement around the homes, and
remotely control of appliances through a
mobile App. People access their homes and
workplaces frequently every day and there are
many problems associated with security and
accessibility. Elderly people may face
difficulty in walking repeatedly to open doors.
Also, when there is a security breach like a
theft, it becomes difficult to trace the people
who visited the property. In a proposed
system, a centrally controlled and enhanced
security system (ACCESS), a manual method
employed in locking was replaced by a mobile
App, users can lock or unlock their doors
using a mobile App (Gadupu et al. 2021). Also
related work like using RFID authentication
has been used for access control, where the
door is opened by recognizing the RFID tag.
The development of a smart lock system based
on the 10T and Cloud Platform project consists
of a cloud server, a mobile phone App and a
smart lock. Smart lock mainly included
STM32 main control chip, digital keyboard
module and WIFI module. The digital
keyboard module used an infrared light signal
to communicate with STM32 and supported
digital keyboard password unlocking. The
module was connected to the cloud platform
of the Internet. The App was connected with
the cloud platform to realize the remote
control and management of the smart lock. In
other to improve the reliability of the
intelligent lock system, the fault-tolerant
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mechanism of hardware and the secure key
scheme of software was designed. After a
normal operation and abnormal tests, the
system was safe and reliable, suitable for
smart home door locks and related appliances
(Yinetal., 2021).

Methodology

This section discusses the design and
implementation of the RFID based access
control door lock system with Android
applications. The design of the main hardware
system and the software system for this study
were systematically presented.

Hardware Design

BATTERY

NODEMCU

SERVO
MOTOR

Figure 1: The System Block Diagram

Components and Connections

The RFID reader employed in this study has 8
pins (SDA, SCK, digital pin, MOSI, MISO,
IRQ, GND, RST, 3.3V). The GND pin is
connected to the GND of the NodeMCU, the
3.3V to the 3.3V pin, the SDA pin is connected
to the D2 pin, SCK to pin D5, MOSI to pin D7,
MISO to pin D6, RST to pin D1. The IRQ pin
is not used for any connection. The RFID
reader reads the RFID of the tag and sends it
to the NodeMCU as shown in Figure 2

After the NodeMCU confirms that the RFID is
on the database, it triggers the servo to turn.
This allows the door to open. After ten
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Figure 1 shows the system block diagram. The
device makes use of a NODEMCU, an RFID
reader, a servo motor, a buzzer, and a mobile
application designed by the MIT app inventor.
The system is powered by a rechargeable 5 v
lithium-ion battery, so the system does not run
out of power. The RFID reader reads the card
and compares it with the data already stored
on the microcontroller. If the RFID card/tag
number matches what is in the database, the
system triggers the motor and the buzzer to
open the door. However, if the card/tag
number does not match, it triggers the buzzer
which sounds as an alarm system. In both
cases, the system sends the information about
the activities to the mobile application.

BATTERY
CHARGER

MOBILE
APPLICATION

BUZZER

seconds, the servo turns back in the reverse
direction, thereby locks the door and prevents
entrance without permission. The servo has
three terminals (VCC, GND, and data). The
VCC terminal is connected to the 3.3V pin of
the NodeMCU, the GND to GND and the data
terminal to the D3 pin of the NodeMCU as
shown in Figure 2. The buzzer gives a sound
to communicate the opening of the lock to the
user. The buzzer has two terminals (positive
and negative terminals). The negative terminal
is connected to the ground (GND) and the
positive terminal to the D4 terminal of the
NodeMCU as shown in Figure 2.
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Figure 2: Layout Diagrérﬁ of NodeMCU and RFID Reader with Buzzer

The system uses a 5 v lithium-ion battery. All power source, so all the devices have common
the sensors are connected to the power and the ground and VCC. The schematic diagram of
ground of the battery to achieve a centralized the system is shown in Figure 3.

LIPO1

BUZ1
BUZZER
NODE1

i

NODEMCU V3

Figure 3: Full Circuit Diagram

The physical image of the internal section of the system showing the electronics components is as
shown in Figure 4.

Figure 4: Internal prt of the system
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Software Development
The flowchart employed in developing the
software aspect of the automatic access

THESYSTIM 15 ACTAATIO WHIN PONTALID ON 1

/

control system for this study is as shown in
Figure 5.
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|
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Figure 5: System Flowchart

Programming  the  microcontroller  to
communicate with the RFID module, servo,
buzzer, and the MIT App Inventor server was
carried out in the Arduino Integrated

DOOR RLSITS AND RITURNS TO AWATS 10 SCAN

CARD/TAG
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Development Environment (IDE). According
to Theodoropoulos (2022), Arduino is an open-
source platform for project development.
Arduino is made wup of a physical
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programmable circuit board, this study
employed NodeMCU as the microcontroller,
which was powered from a computer using a
USB cable. The code was built, debugged and
compiled, then loaded to the NodeMCU. The
software also includes the libraries for the
Sensors.

The screenshot of the MIT app inventor page
which was used to develop the mobile
application is as shown in Figure 6. Through

initialize global o ‘@

initialize global £ 10

when EEICCERCREEIES DataChanged

call GetValue
tag

valuelfTagNotThere

(=18 FirebaseDB1 » Bz T
tag

valueliTagNotThere

when Click
do call _StoreValue
tag
valueToStore
=W Button1 - I Text - K13
Sl off ~ B Text ~ B0 @ LOCK &

do call .StoreValue
tag
valueToStore
@ off - B Text ~ [ROINEEES | OCKED i
L off - B BackgroundColor ~ B0
- & Bution1 -~ B Text - JROSINES OPEN &
 set i BackgroundColor - UM

Figure 6: MIT App Inventor Code Developed

Integration and Fabrication

Integration focuses on combining different
elements into a functioning whole, while
fabrication involves the physical construction
or manufacturing of components and systems.
The RFID smart door lock system with Android
App was housed in a plastic (PVC) enclosure
that has an in-built battery and a charging port.

the embedded program, the mobile application
developed connects to the system and sends and
receives data. The code was developed for the
NodeMCU to get the RFID value of the RFID
tag that comes in contact with the RFID reader.
The RFID reader is connected to the
microcontroller which helps in identifying the
tag from the database. If the RFID tag is
registered, the door is opened and the signal is
sent to the database that the lock has opened.

when L rrRlIE GotValue
D &3 |
| cel(TED | ER ST
ten | set FETIECINS to

do [ (o] if
(28 value - |
GRS Y tag - J( = - Rl iwrong )
then | set CITENICICES to || get REITES

=W event - I Toxt - JC IO Y olobal status -
Pl Glert - W Text - BOMLL .| giobal virong -
| set CITED . ESESIIED to

N

Finally, this study employs the use of
NodeMCU microcontroller, RFID reader, the
servo, and MIT App Inventor to build a non-
contact smart door system. The system can read
the RFID tag, check if it is registered and open
the door. This system also sends data to the web
and takes instruction from the web increasing
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the level of security it provides even from a
remote area.

Performance Evaluation

The system underwent several rounds of testing
to evaluate performance. The system
functioned as expected, and all joints and
connections were securely fastened. The
sensors, modules, and displays all function
accurately on real-time. Details of the
observations during system testing are
presented in this section.

For every attempt whether successful or not,
the microcontroller sends a message to the
database. The interface of the mobile App
changes appearance based on the status of the
door as shown in the screenshots in Figure 7
and 8. When the door is locked but can be
opened by the use of an RFID tag, the upper
part of the screen (CLOSED Door Status)

indicates that the door is currently closed and it
requires a registered RFID to open it. The
‘opened’ tab at the middle of the screen
indicates that the door can be opened by a tag
with a registered RFID. When the ‘LOCK’ tab
is toggled, no RFID rag will open the door, not
even a registered tag will be able to open it.
This is to ensure that the security is not easily
compromised. Therefore if the RFID tag is
stolen or missing, the admin can prevent
entrance by unauthorized persons directly from
the app.

As shown in the screenshots in figures 7 and 8,
when a registered tag is brought close to the
RFID reader, the door opens and the user of the
mobile app is informed of the entrance. The
door status changes from ‘CLOSED’ to
‘OPENED’ as shown in figure 7.

1m0 BEE -

CLOSED

& Execute Lock

[l oOpen Door

Figure 7: Screenshot showing the App in
Closed Door Mode

On any attempt made by an unregistered tag,
the user is notified through the app that an
unidentified tag is attempting to open the door.
Beneath the ‘LOCK’ and ‘OPENED’ tab,

3:51 PM 34.5KB/s & ---

Status
OPENED

& Execute Lock

Figure 8: Screenshot showing the App in
Opened Door Mode

‘ATTENTION’ is displayed in red for the
attention of the app user to the failed attempt.
This is shown in Figure 9.

= Execute Unlock

ATTENTION

Figure 9: The screenshot of a failed attempt
by an unidentified tag
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Figure 10: Screenshot showing the App in
Execute Lock Mode
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When the app user notices this failed attempt
which is a security threat, especially when the
tag is lost or has been stolen, the user can lock
the door through the mobile app so that the door
will not respond to any tag, not even the
registered tag. This is achieved by simply

Status

OPENED

ﬂ] Open Door

Figure 11: Opened Door from the Application

Results and Discussion

The RFID scanner reads and identifies RFID
tags to start the authentication process, and if
reliably detects tags, unique identifiers are
provided for user authentication. The buzzer
sounds when a valid RFID tag is presented,
confirming successful authentication. The
microcontroller manages RFID
authentication, communicates with the
Android app, and controls the servo motor.
The charger circuit maintains stable battery
charging, and the battery powers the system
without an external source. The servo motor
smoothly locks and unlocks the door after
RFID authentication. The Android app
seamlessly interacts with the system, allowing
users to control access.

During testing as shown in Figure 12, efforts
were made to ensure that the RFID scanner
reads tags accurately to start authentication.

toggling the ‘Execute Unlock’ tab at the middle
of the app interface as shown in Figure 10:

In the attempt to open the door from the App as
shown in the image of the screenshot in figure
11, the microcontroller communicates with the
Android App and the smart lock system for on-
App door control.

The buzzer is checked to confirm it makes a
sound when a valid tag is presented, signaling
successful authentication. The NodeMCU
testing focuses on seeing if it manages RFID
authentication, communicates with the
Android app, and controls the servo motor as
the system processor. The charger circuit is
observed to ensure it effectively charges the
battery, maintaining a stable current and
showing charging status. Battery testing
ensures it reliably powers the system, even
without an external source. The servo motor
was tested to ensure it smoothly operates,
turning and locking or unlocking the door after
RFID authentication. Finally, the Android app
was checked for a seamless interface, allowing
users to control access. These tests aim to
confirm each component works correctly,
ensuring reliable performance in real-world
situations.

Figure 12: The image of the completed system during testing
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The system was intended to read the RFID if
the tag comes in contact with it, check the
database to confirm if the RFID is registered
and open the lock, if it is. The lock can also be
controlled over the internet through the app.
The system worked and the outcome was

accurate, and all sensors and components
functioned flawlessly, with no lags or errors in
the system. The tags were accurately read and
door statuses were accurately sent to the app in
real time as shown in Table 1. The internet
connection was also flawless.

Table 1: The result when been tested with RFID tag and android application

Cases Test name Authorization Expected output  Actual output
Auto App Denied
1 Unrecognised No No Yes Door locked Door locked
person
2 Unrecognised No Yes No Door opened Door opened
person
3 Recognised person  yes No No Door opened Door opened

Timing is an essential factor in a security
system. Therefore, the system performance in
real-time was evaluated under different lighting
conditions, the observations are as presented in
Table 2 and Figure 13. A variable intensity
lamp was employed to vary the illumination
between the tag and the reader. A digital lux
meter was used to measure the intensity of the
light, and vary the illumination from 50 to 500
lux. Employing a digital stop clock, the
response time was recorded for each lighting
condition as presented in Table 2 and Figure 13.
It was observed that the response time

decreases with increase in light intensity until
300 lux. The response time remain constant
from 300 lux to 350 lux, then began to increase.
The shortest response time of 0.4 sec. was
observed from 300 to 350 lux, while the longest
response time of 2.253 sec. was at 50 lux. The
system’s response time at 190 lux was the same
as that observed at 500 lux. This results show
that different light intensity affect the response
time of RFID, which may be as a result of
electromagnetic interference according to Yau
and Yinshan, (2020) and Bukova et al., (2023).

Table 2: Evaluation of the performance of the RFID tag under different lighting conditions

S/N Light Intensity (Lux) Response Time (Sec)
1 50 2.250
2 100 1.900
3 150 1.240
4 200 0.860
5 250 0.575
6 300 0.400
7 350 0.400
8 400 0.420
9 450 0.550
10 500 0.825

However, the response time was generally
found to be less than 2.5 sec. Since any system
involving user’s interface is expected to have a
response time not more than 10 sec. for a real
time operation (Adams, 2021), it shows that the
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developed non-contact access control system
using RFID with android application perform
favourably well with similar studies in
literature.
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Figure 13: The plot of the system performance under different light intensity

Conclusion

The development of the non-contact access
control system using RFID with an Android
application, which employed NodeMCU as
the microcontroller for this study has
addressed critical challenges in access control
technology especially in the resource
contraints sub-Saharan African countries.

Leveraging NodeMCU's capabilities to
interface with RFID readers, seamless
communication between hardware

components and the Android interface was
achieved.  NodeMCU's  reliability in
maintaining consistent connectivity and
efficient data transmission was demonstrated
during testing. While the system benefited
from NodeMCU's capabilities, areas for
improvement include optimizing power
consumption and refining data encryption
protocols. Overall, NodeMCU's role in
enabling seamless communication and control
underscores its significance in access control
technology, addressing the project's objectives
and paving the way for future enhancements.
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